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Huntsman: Enterprise SIEM Cloud Edition

The Huntsman Cloud Edition provides the assurance, security, compliance
monitoring and advanced threat detection that cloud providers demand.

Huntsman Cloud Edition provides all the capabilities of the Huntsman Enterprise SIEM for both the cloud
service infrastructure and as a value-added monitoring service for customers.

With Huntsman Cloud Edition, your enterprise will benefit from:

B Rapid deployment
Because Huntsman is delivered as a virtual machine

B Shorter time at risk
Through Huntsman's advanced real-time collection, analysis and threat detection

B Rapid return on investment
With Huntsman'’s flexible virtualisation deployment model

Lower operational costs

B Huntsman's automated reporting saves time and effort, reduces audit fatigue, and can be scaled up as your
customer base expands

B Higher profitability per customer
Huntsman's flexible subscription-based licence fits the business and technical dynamics of cloud providers and both
the end-user and utility cost models.

HUNTSMAN ENTERPRISE SIEM FEATURES: ADDITIONAL CLOUD EDITION FEATURES:
B Flexible data collection from all log and event B Multi-tenancy capability
sources, as well as from databases, networks and

B Full data collection and monitoring
applications

, , ' B Support for external cloud-based services at laas,
B Advanced analysis engines - both policy and Paas or Saas layers
behaviour anomaly based detection
Scalability within a virtualised environment
B Effective incident response and alert workflow
Support for all major virtualisation technologies
B State-of-the-art query interface, data visibility and

business intelligence Data sovereignty control and management

B Scalable to high data volume processing and big Single view of the entire cloud estate
data storage and analysis

B Inbuilt compliance standard support

? 2015 Tier-3 Pty Ltd, All rights reserved AHuntsmaﬁ



Huntsman: Enterprise SIEM Cloud Edition

Advanced
Maonitoring
& Visualisation

Cloud Edition (D A

HUNTSMAN ENTERPRISE SIEM

A Fulllifecycle
data segregation

INFRASTRUCTURE CUSTOMER
SECURITY SECURITY
MONITORING MONITORING
4 Automated
Provisioning
4 Dynamic
CLOUo Scalability

CUSTOMER
CLOUD

INFRASTRUCTURE

HYPERVISDR

&>

WHY CHOOSE HUNTSMAN TO PROTECT YOUR CLOUD SERVICE

Huntsman is ideal for cloud and service monitoring as it builds on its origins in complex, multi-domain,
sensitive environments like defence, intelligence, financial services and telecoms.

Below are some of the advantages of the Huntsman Cloud Edition.

Speed Efficiency

B Real-time, high-volume activity processing for B Low TCO, fast ROl and short learning curves for staff

platforms, infrastructure and applications B Easy demonstration of service capability to build

B Ease of deployment, expansion and customisation credibility with customers

to fit the elastic nature of cloud service delivery B Lower set-up and operational costs and simplified

B Flexible architecture and high scalability to meet service differentiation

changing needs Advanced Threat Detection and Intelligence

Securit . . . . ,
y B Real-time correlation combined with (optional)

B Robust data separation, role-based access control
and multi-tenancy support

B Comprehensive audit capability across all operator
activity

B Easy segmentation of customer data and reports
Usability

B In-built, continuous compliance monitoring and
reporting

B Incident management workflow support and drill-
down investigation capabilities

B Automated response to mitigate attacks, safeguard
systems and protect data
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patented ‘True' Behavioural Anomaly Detection to
provide more advanced monitoring services.

The ability to add-on threat detection based on
externally available sources of known risks, attack
origins and indicators of compromise across a wide
service and customer portfolio - enabling truly
intelligent value added services.
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MULTI-TENANCY
B Huntsman provides full, multi-tenancy capability for
Cloud providers within its data model.

B This allows separate of customer monitoring data
throughout its lifetime.

B Huntsman's access control functions provide for the
creation of organisations or system communities,
which ensures clear separation between cloud
customers, applications and data sets.

ENHANCEMENT OPTIONS

B To make it even more powerful, the Huntsman
Cloud Edition comes with these enhancement
options:

B Behavioural Anomaly Detection for advanced
identification of unknown and unknowable threats

B Threat Intelligence for more accurate threat
detection

Extended data repository
B High Availability
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