
PSD2 OPERATIONAL RISK & SECURITY GUIDELINES
DETECTION OF SECURITY AND OTHER THREATS IS AT THE HEART OF PSD2 EUROPEAN BANKING AUTHORITY REGULATIONS

GENERAL PRINCIPLE

Risk based controls
Proportionate to impact, exposure, 
value 

GOVERNANCE

Operational and security 
risk management framework
Risk management and control models
Outsourcing 

PROTECTION

Data & Systems Integrity & 
Confidentiality
Physical security
Access control 

TESTING OF SECURITY 

MEASURES

Framework for testing threats & 
changes
Independent
Consider devices and vulnerability 
scenarios

PAYMENT SERVICE USER 

RELATIONSHIP MANAGEMENT

Payment service user awareness on 
security risks 

SITUATIONAL AWARENESS 

& CONTINUOUS LEARNING

Security and threat awareness 
programs

BUSINESS CONTINUITY

Scenario business continuity 
planning

Testing of Business Continuity Plans

Crisis communication

RISK ASSESSMENT

Identification of functions, processes & 
assets
Classification of functions, processes & 
assets
Risk assessments

DETECTION
Continuous monitoring & 
detection
Monitoring & reporting of 
operational or security 
incidents 
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Core elements of security risk 
management – asset and information 
risk assessment – protection, 
detection and response

Security must be 
appropriate to the risks, 
vulnerability and impacts

Ensuring staff are aware 
of security 
responsibilities

Having appropriate 
controls and 

management processes 
to ensure correct 

operation

Ongoing management, 
testing and oversight of 

security assurance 
processes

Providing information on 
vulnerabilities, threats and breaches 

to affected parties is vital


